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Abstract

Thepaperpresentgechniquesthat enablethe modeling
and analysisof redundancyschemesn distributed object-
orientedsystemsThereplicationmanager, as core part of
the redundancyscheme is modeledby using UML state-
charts. The flexibility of the statehart-basedmodeling
which includesevent processingand state hierarchy, en-
ablesan easyand efficient modelingof replication strate-
giesaswell asrepair andrecoverypolicies. Thestatedhart
is transformedto a Petri-net baseddependabilitymodel,
which also incorporatesthe modelsof the replicatedob-
jects. By the analysisof the Petri-net modelthe designer
canobtainreliability andavailability measuesthat canbe
usedin the early phasesf the designto compae alterna-
tivesand find dependabilitybottlene&s. Our approach is
illustratedby an example

1 Introduction

The increasingneedfor distributed technologieshave
ledto severaldistributedobject-orientedOO) middlewares.
Thesesystemgargetthe problemsof transpareninvocation
of objectsaswell as servicesthat are necessaryn a dis-
tributedervironment(orderingof messagesnulticastcom-
municationetc.). Theneedfor highly availableapplications
leadalsoto fault tolerantextensionslik e replicationman-
agementcheckpointingandrecovery.

This trendcanbe presentedy the exampleof the most
importantopenobject-orientedmiddlevare, the Common
Object RequestBroker Architecture (CORBA). CORBA
was specifiedby the Object ManagemenGroup (OMG).
It providesan object-orientednfrastructurehatallows ob-
jectsto communicateregardlessof the specificplatforms
and languagesusedto implementthem. CORBA defines
thebasicmechanism$or remoteobjectinvocationthrough

the ObjectRequesBroker (ORB), aswell asa setof ser

vicesfor objectmanagemente.g. TransactionServiceor

Trader Service. Originally, neitherthe ORB nor the ex-

isting servicesprovided meansfor building reliable and
highly available applications. Different approachesvere
elaboratedo incorporatethe necessargxtensionsinto the
CORBA frameawork. Among othersOrbix+Isis[8], Electra
[10] and Eternal[11] canbe mentioned. Recognizingthe
needfor applicationsthat provide high availability, OMG

starteda standardizatiorprocessto definefault tolerance
in CORBA. TheFaultTolerantCORBA (FT-CORBA) [13]

was proposedby leadinginformation technologycompa-
niesandreachedhelevel of a Final AdoptedSpecification
in 2000.

ThefaulttolerantdistributedOO systemgypically share
similar concepts. Senerlike objects are replicated on
different nodesof the distributed system,thus forming a
replicagroup. The clientscantransparentlinvoke oneor
more objectsof the replicagroupdependingon the redun-
dang schemde.g.active or passieredundang). Thefault
modelassumesbjectcrashfailures.lt is theresponsibility
of areplicationmanagetto keepthe necessarywumberof
objectreplicas,i.e. to recover the replicaobjectsor create
new replicainsteadof thecrashedne. Accordingly, thebe-
havior of thereplicationmanagehascrucialimpactsonthe
availability of thereplicagroup.

The designerof the systemneedstool supportto con-
structoptimal fault toleranceschemesndto parameterize
theseschemesn termsof deployment,numberof replicas,
fault monitoringinterval, repairpolicy etc. Dependability
modelingprovedto be a usefultechniquein the early de-
sign phaseswvhen comparisonof the alternatve architec-
tural solutionsand identification of dependabilitybottle-
necksis necessaryStochastiadependabilitymodelsusing
Markov-chainsor Petri-netscanprovide numericalreliabil-
ity andavailability figuresthat canbe usedto analyzethe
sensitvity of the system-leel measure$o componenpa-



rametewvalues.

Dependabilitymodelingis usuallya manualtaskrequir
ing expertiseand someexperience.However, if a detailed
model of the systemis available, automaticdependabil-
ity modelingis a promisingapproach. Nowadays,as the
Unified Modeling Languagg(UML) becomesghe de facto
standardnodelinglanguageof object-orientedystemsthe
systemmodel is usually available in UML. Accordingly,
UML-basedautomaticmodel transformationcan provide
the stochastiadependabilitymodel requiredfor the analy-
sis[3, 4].

Thepapempresentaitechniquahatenableshemodeling
and analysisof redundang schemesn distributed object-
orientedsystems.The replicationmanagerascore part of
the redundang scheme,is modeledby using UML stat-
echarts. The flexibility of the statechart-basethodeling,
which includesevent processingand statehierarchy sup-
ports an easyand efficient modeling of replicationstrate-
giesaswell asrepairandrecovery policies. The statechart
of the replicationmanageraswell as simplified behaior
of the replicaobjects,is transformedo a stochastidPetri-
net. By the analysisof the Petri-netmodelthe designeican
obtainreliability andavailability measureshatcanbeused
to comparealternatvesandanalyzesensitvity to parame-
ters. Our analysisis basedon an (early) architecturalview
of the system.The behavioral descriptionof thereplication
manageis usedonly to derive the replicationmanagement
andrepair stratay, in this way determinethe structureof
thedependabilitymodel.

In our previous works methodsof transformationfrom
full UML statechartso Petri-netsvereproposed7]. Now
we applythis methodto theanalysisof replicationmanage-
ment,presenthe necessaryML extensionsandshaw the
usefulnes®f the approachWe investigatehe modelingof
client fail-over, repairandrecovery policiesandfault man-
agement.To do this, we adoptthe systemstructurethatis
proposedy the FT-CORBA specification.

The paperis structuredasfollows. In Section2 we dis-
cussthetypical replicationstratgyiesin OO systems.Sec-
tion 3 describeghe modelingapproach.The modeltrans-
formationis outlinedin Section4. Thelastsectionpresents
anillustrative example.The paperis closedby a shortcon-
clusion.

2 Replication in distributed OO systems

The architecturepresentedn the FT-CORBA standard
clearlyseparatethetypical tasksin aredundang structure
and assignsthesetasksto individual objects. In this way
the responsibilitiesandthe interfacesof the objectscanbe
clearlydefined.In our architecturamodel,however, we do
notrestricttheinterfacesmechanismandotherimplemen-
tationdetailsthatarespecifiedby the standard.

In thisframeawork faulttolerances providedby entityre-
dundang, i.e. by thereplicationof objects,fault detection
anderror recovery. Client objectscaninvoke the methods
of the replicatedsener objectsthus avoiding single point
of failuresnormally causedby single sener objects. The
clientobjectsshouldnot be awareof thefactthatthe sener
objectsarereplicated(replicationtranspareng) andshould
not be aware of faultsin the sener replicasor of recov-
ery from faults (failure transparenyg). Redundanbbjects
belongto objectgroups andseveral objectgroupscanbe
managedogetherin afault tolerancedomain In eachdo-
main, the creationandmaintenancef the objectreplicasis
provided by the replicationmanayer (RM) (Figurel). We
do not separateapplication-controlledand infrastructure-
controlledschemesindassumehatthereplicationmanager
is solelyresponsibldor thesetasks.Thereplicaobjectsare
continuouslymonitoredby local fault detectosthatarede-
ployedon eachhost. If areplicaobjectfails (crashes}then
thelocal fault detectorreportsthe errorto thefault notifier.
Thefaultnotifier filters andanalyzesheincomingerrorre-
ports and sendsa notification to the replication manager
Thelocalfaultdetectorsaremonitoredby aglobalfault de-
tectorthatdetectavhenalocalfaultdetectotis notavailable
(e.g. in the caseof a hostfailure). Whenthe replication
managerecevesa notificationaboutthe crashof anobject
replica,thenit caninitiate the recovery of thatreplica(by
invoking a specificmethod),or it canremove the crashed
objectfrom the objectgroup andcreatea new replica (by
invoking afactoryobjectthatis deployedon eachhost).

The replication style can be one of the standardones
like active, warm or cold passve, statelesstc. but also
application-specifistyle canbe programmed.The (trans-
parent)connectiorbetweenthe client andthe objectgroup
is the responsibilityof a gatewvay (GW). Direct connection
is handledasa degeneratecaseof the gatevay. The client
fail-overstratgyy determineshebehaior of theclientwhen
it doesnot receve the requestedservice. Usually, a retry
mechanisrris implemented. In our casewe delegatethis
mechanisnio the gatavay andwe saythatthe systenfails
whenthe necessarmumberof senerreplicaasrequiredby
thegatavayis notavailable.

In orderto increaseeliability, the globalcomponentsf
the infrastructure,.e. the replicationmanagerthe global
fault detector the fault notifier and the gatevay, can be
replicatedaswell. We assumeanactive replication(an ob-
jectfailsif thereareno availablereplicas).

Thefaultmodelis objectcrash It meanghatin thecase
of an error the objectwill not provide ary responsgser
vice) to the clientsandwill not returnto normaloperation
until an explicit recovery. In this paperwe do not model
commissiorfaults.
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Figure 1. The architecture of the FT-CORBA redundancy structure

3 Modeling of redundancy structures

We are interestedn the dependabilitymodel available
in the early phasesof the systemdesignwhen decisions
canbe madeaboutthe architectureof the systemandthe
appliedredundang scheme(including replication, recov-
ery andrepairstratgyy). Accordingly, we focuson the ar-
chitectureof the systemandabstracfrom implementation
detailsof thereplicaconsistenyg, checkpointingandrecov-
ery. Themainsourceof informationis the objectmodelof
thesystem(availableasUML class,objectanddeployment
diagrams)andthe dynamicmodel of the core partsof the
system(availableasUML statechartliagrams).

Theavailability of theobjectgroup(presentedh thepre-
vious section)is determinedoy several factorsand param-
eters. In the following, we outline how they canbe repre-
sentedn (andthenextractedfrom) the UML model.

o Reliability parametersf the replicaobjects,the hosts
andthelocal fault detectorsThe dynamicbehaior of
theseobjectsis notanalyzed Thedesignemassignghe
failure rateandthe average timerequiredfor recovery
to theseobjectsasUML taggedvalues

o Reliability parametersf the globalcomponentsf the
infrastructure:They aremodeledin asimilar way like
in the caseof thereplicaobjects. Therolesof the ob-
jectsareidentifiedby UML stereotypes Active repli-
cationof theseobjectsis takeninto accountoy assign-

ing to thema faulttreeconsistingof anAND gate(i.e.
aninfrastructureobjectfails if all of its replicasfail).
Notethatthis replicationstyle canberefined.

o Replicationstyle:lt istheresponsibilityof thegatevay
which processeshe requestof the client andthe re-
sponse(sdf the sener object(s). The statecharof the
gatavay determinesthe condition of the systemfail-
ure. Usually, thisfunctioncanberepresentedy afault
tree.

o Repairandrecoverystrat@y: It is theresponsibilityof
the RM which processesventsfrom the fault notifier
andfrom the factory and sendsmessageso the fac-
tory andto the replicaobjects. The processingof the
failure/repairevents whichis definedby thestatechart
diagramof theRM, determinesherepairandrecovery
strata@y.

Accordingly, the most sophisticatedmodel in the re-
dundang structureis that of the RM. The full modeling
power of statechartss requiredto be ableto describethe
conditionsand sequencesf events/actionghat determine
when a failed objectis recovered,how mary replicasare
maintained,what is the condition of objectremoval from
the replica group etc. Note that the statechartmodel of
the RM describesonly dependability-relatedbehavior, no
application-specifidetailsareincluded. Thus,thereis no
needto filter outirrelevantstatesor transitions.



Event || From(sender)| To (receier) | Function
create RM factory Createanobject
initialized factory RM Objectis createdandinitialized
remove RM factory Remare anobject
removed factory RM Objectwasremoved
objectfault fault notifier RM Failureof anobject
hostfault faultnotifier RM Failureof ahost
recover RM replica Initiate recovery
recovered fault notifier RM Obijectis recovered
unrecwerable || fault notifier RM Objectcannotberecovered

Table 1. Events in the redundancy structure

Withoutrestrictingtheinterfacesandtheimplementation
of thesystemwe assumehatthe eventspresentedn Table
1 areprocessedby the RM.

4 Dependability analysis by model transfor-
mation

4.1 Dependability sub-models

Our dependabilitynmodelconsistsof several sub-models
asfollows.

e The core part of the dependabilitymodel that repre-
sentsthereplicamanagemeris generatedy anauto-
matic modeltransformatiorfrom the statecharof the
RM to a stochastidPetri-netmodel.

e Thereplicaobjectsandthe global component®f the
infrastructureare representecby simplified models
thatare storedin a library of pre-definedsub-models.
Notethatthe simplifiedmodelscanbereplacedy de-
tailedoneswhenthe dependability-relatedehaior of
thesecomponentss fully describedy statechartge.g.
in the caseof the fault notifier). In this casethe auto-
maticmodeltransformatiorcanbe used(like above).

e The connectioramongthesesub-models- asdefined
in the UML objectdiagram- is providedby the event
processingnechanismi.e. eventqueuesanddispatch-
ersbelongingto the objects.

In the following, we outline the model transformation
necessanto constructthe core part of the dependability
model.

4.2 FromUML statechartsto stochastic Petri nets

Our analysisof the redundang managements based
on a transformationfrom UML statecharinodelsto Petri

netswith timing andstochastiextensions.Petrinets(PN)
areawidely acceptedormalismfor modelingandanalysis
of distributed systems. For performanceand dependabil-
ity evaluationextensionsof PNslike GeneralizedStochas-
tic Petri Nets [1], StochasticReward Nets[12] offer not
only precisemathematicabackgroundbut also sophisti-
catedanalysistools. Our choicewasthe classof Stochas-
tic Reward Nets (SRN). SRNsgeneralizeclassicalPNs by
rewards (various measurespnd by assigningguardsand
distributions of the firing time to transitions. Three SRN
tools, SPNP[6], PANDA [2] andDEEM [5] wereusedin
our analysiservironment. Dependabilitymeasureganbe
specifiedby reward functions. In certaincasege.g. in the
caseof exponentialtransitionfiring times)analyticsolution
is possible otherwisesimulationhasto be performed.If a
steadystateexists then steadystatemeasureganbe com-
puted, otherwisetransientanalysiscan be executed. The
analysisof the probability of statesdentifiedasrepresent-
ing erroneoushehaior leadsto reliability (if no repairis
modeled)andavailability characteristicgif repairis mod-
eled).

CorrectSRNrepresentationf the statechartvith event
processingndstatehierarchyneedsa thoroughanalysisof
the semanticof both models. Our transformatiorwasde-
finedin a modularway, by introducinga setof SRN pat-
terns Thesepatternsare assignedo peculiar constructs
(likeeventdispatcherpr conceptglik e statehierarchy syn-
chronization)of the UML statecharformalism, this way
they helpin decomposinghe problemandalsoin proving
the correctnes®f the proposedsolutions(accordingto the
informal requirement®f the UML semanticasdefinedin
the standard14]). The sourcemodelsof the transforma-
tion describedn this paperarerestrictedo UML statecharts
without history states.Actions arerestrictedto generation
of new events,while eventsdo nothave parameters.

According to the semanticsof UML statechartqpre-
sentednformally in [14] andformalizedin [9]), severalpe-
culiar conceptshave to be takeninto account. We discuss



themin thefollowing.

4.2.1 Event queue and dispatcher

The eventsarriving from the ernvironmentor from the state
machinespecifiedby the statecharitself are collectedin
the queueand dispatchedoy the dispatchemne at a time.
Eventqueuesrovide the interfacesamongstatemachines
belongingto differentobjects.SinceUML definegprecisely
neitherthe policy of the dispatchenor the numberanddis-
tribution of eventqueuesye have definedpatternsfor ser-
eralpoliciesandleaveit to thedesigneto specifythedetails
in the UML model(by usingconstraints)If the eventsare
selectednon-deterministicallythen the queuecan be im-
plementedwith SRNsquite easily However, FIFO (First
In, FirstOut)is a costly policy in termsof thesizeandstate
spaceof the SRN. Figure 2 presentsa FIFO queuefor two
events'up” and”down”.

up0 down0
discard_up discard_down
[queue_2] [queue_2]
['lqueue_2] | Tlqueue_2]
up_queue_2 Q down_queue_2
| T'queue_1]

up_queue_1 down_queue_1

| T'queue_0]

> up_queue_0

['queue_0]

down_queue_0

Figure 2. SRN pattern of a FIFO queue of two
events

4.2.2 Hierarchy of statesand transitions

Oneimportantfeatureof statechartss the hierarchicstruc-
ture of states. Statescan containsub-state®r concurrent
sub-machines.Transitionsof a statecharimay have their

sourceandtamgetstatesatdifferentlevelsof thestatehierar

chy. Dueto the concurreng, multiple transitions(triggered
by the sameevent) may be enabledat the sametime. En-
abledtransitionswhich have commonstate(s)}o exit arein

conflict. Someconflictscanberesohedby thepriority rela-
tion: if atransitionhasa sourcestatethatis substatef the
sourcestateof anothertransition(beingin conflict) thenit

hashigherpriority.

Fromthepointof view of thepriority, enabledransitions
canbe representedh the form of atreeaccordingto their
sourcestatesn the statehierarchy Transitionson different
branchef this tree canfire independentlywhile the con-
flicts of transitionsbeingon the samepathfrom theroot to
aleafareresohedby thepriority relation. Conflictsamong
transitionsemanatingrom the samestateor from different
active statespver which the priority relationis notdefined,
areresolhednon-deterministically

Accordingly, the SRN representinghe maximal selec-
tion of UML transitiongriggeredby thesameaventis atree
of interconnectedub-SRNs(eachof them representincga
singleUML transition)with anadditionalcontrolstructure.
This controlstructureconsistof two chainsof places A to-
kenrunsononeof thechainswvhentheeventis “not yetcon-
sumed”by the transitionson the given arc of the tree,and
atokenrunson the otherchainwhenthe eventis “already
consumed”A joining nodeof thetreememesthe chainsof
thesubtreesAll of theUML transitionsin the subtreehave
higherpriority thanary transitionsalongthe commonpath
of the tree (on the root-sideof the joining node),therefore
“eventis unconsumedappliesto this commonpathif and
only if theeventwasnotconsumedy ary of thetransitions
of thesubtree The“eventis consumed'appliesto thecom-
mon pathwhensomeof the transitionsof the subtreehave
alreadyfired (they hadcarriedover thetokenson the “con-
sumed’chain)andthe othertransitionscould notfire (they
passedn the tokensalong the chain). This construction
ensureghatif thetokenrepresentinghe eventreacheghe
root of thetree,no moresub-SRN<orrespondingo transi-
tions of the statecharwill fire, the executionstepis almost
finished.

4.2.3 Semanticsof timed transitions

Therelationshipof timing andguardevaluationis notspec-
ified in standardJML. In our approachtime delayis as-
sociatedwith UML transitions,assuminghatthis delayis
theresultof programcodeexecutionor communicatiorde-
lay. Accordingly, the guardexpressionshave to be evalu-
atedbeforethefiring of the (timed)transitions.Takinginto
accountheneedf differentapplicationsweimplemented
threepossiblesemanticgor timed andguardedJML tran-
sitions: (i) the selectionof the transitionsis irrespectve of
timing, (i) theguardhasto betrueduringthedelayelsethe



transitionwill be deselectednd (iii) the “fastest’enabled
transitionwins.

The correspondingSRN patternsrepresentthe timed
transitionsof the statechart. The typesand parameter®f
the timed SRN transitionscorrespondo the onesof the
transformedstatechartransitions. The timing policy (re-
sampling racewith age/enablingnemory)is definedby the
designerand mustbe supportecby the SRN-tool usedfor
theanalysis.

424 Step semantics

The transitionsof the UML statecharfire in steps,i.e. a
stablestateconfigurationis reachednly if the maximalset
of enabledtransitionshasalreadyfired. In contrary SRN
reaches stablestateaftereachfiring. The UML semantics
requiregheevaluationof theguardsof thetransitionsatthe
beginning of a step, beforefiring of ary transition. Thus
the guardsreferto the consistenstateconfigurationbefore
the actualstep. In SRNs,the guardof a transitionwill be
evaluatedjust beforethe giventransitionfires, the evalua-
tion is not scheduledo the beginning of a “step” andthe
“results” are not stored. Accordingly, the last stablestate
configurationof the statemachinemustbe recordedo en-
surethe correctevaluationof guards.To do that,the places
representinghe statesof the statecharareduplicated.For
astateA thereis aplaceA containingatokenif andonly if
the state A wasactie just beforethe actualstep,andthere
is an other place A’ containinga token if andonly if the
stateA will be active afterthe actualstep. In this way the
guardsandthetransitionschangingthe statereferto differ-
ent places. This conceptnecessitatea synchronizatiorof
theduplicatedplacesatthe endof eachstep.

4,25 Composition of subnets

The SRN correspondingo a givenUML statecharis com-

posedof the subnetsntroducedn the previoussubsections.

The subnetsare connectedvith eachotherusinginterface
places.

Theinitial stateof the SRNis definedasfollows. If the
event queuecontainseventsin the initial statethenthese
eventsarerepresentedby the initial markingof the appro-
priate placesof the event queuesubnet. The initial state
configurationis mappedo the SRNby insertingtokensinto
thecorrespondinglace-pairs.

5 Anexample

Ourillustrative exampleis a modelof thearchitectureof
a distributed object-orientedsystem. The application(e.g.
an e-commercepplicationor a hospital patientmonitor
ing system)cannottoleratelong unavailability of the ser
vice provided by the system. To achiese this goal active

object-level replicationis used. In the following presenta-
tion we focuson the modelof the RM. The modelis com-

pleted by simplified modelsfor the infrastructureobjects
andthe senerreplicas.

51 Model of thereplication management

In our modelthe RM create< replicaswhenthe sener
objectgroupis constructed. In caseof a hostfailure the
replicadeployedonthathostis removedfrom thegroupand
a new oneis createdon a differenthost. We do not focus
ontherepairof hosts thuswe assuméierethatthenumber
of hostsis not limited. In caseof anobjectfailurethe RM
initiates the recovery of the replica. If the recovery was
not successfuthenthereplicais removed. Whenfailure of
a just-recoveredreplicais reported,it is removed without
trying to recover again. Thereplicais alsoremovedwhen
there are no otherreplicasworking. The servicesof the
replicatedobjectsare available aslong asthereis at least
oneworking replica.

unrecoverable/remove

{ RECOVERING "*

recovered/

host-fault/remove

obj—fault/remove

host-fault/remove (
WORKING

removed/create L4

[ ) T/~
~lereate) initialized/~ oK SUSP.
CREATING
.

obj—faul
['B.WORKING]/remove [B.WORKING]/recover

Figure 3. Statechart model of the redundancy
manager

Thestatecharnodelof theRM consistof 2 concurrent,
identicalsub-machineA andB) supervisinghe?2 replicas.
Figure3 depictsthe statecharbf onesub-machin€A). (We
simplifiedthis Figureby notdepictinga"time-out- retryon
differenthost” mechanism.)

When starting, the RM sendsevent createto the fac-
tory of thechosenrhost. If it hasreceveda messag@about
thesuccessfutonstructior(initialized) thenit considerghe
givenreplicaworking. In stateWorking two eventswill trig-
gertransitions An eventhost-faultmovesthecomponento
the stateRemeing sendingan eventremaove to the factory
of thegivenhost. An object-faultmovesthe componenei-
therto the samestate(Remaing) sendingremaove or to the
stateRecwering sendingrecover to the objectreplica. The
choicedepend®on the stateof the otherreplica(B). In the
stateRecwering the local fault notifier of the hostcanre-
portthe successfutecovery of theobject,in which casethe
componenimovesbackto a sub-stateof its stateWorking.



The componenteavesthis sub-statevhena timer hasex-
pired(thetimeris a separat®bject).|f anotherobject-fault
occursbeforethis time, the eventremaoveis sentto thefac-
tory of thereplica. Thelocal fault notifier of the hostmay
reportthe objectbeing unrecwerableby sendingan event
unrecoverableto the RM. In this caseremaveis sentto the
factoryof thereplica. In the stateRemeing the RM waits
for an eventremoved from the factory andafter receving
it, it beginswith aneventcreateagain.

The RM is consideredo have a FIFO event queueof
length6, capableof acceptindgl2 differentevents.

Host Object

[t

" failure_rate
failure_rate =

Figure 4. Petri net models of the objects

To analyzethe modelwe transformedt to stochastiae-
ward nets (SRN) by using the patternsintroducedabove.
Theotherinfrastructureobjectsandthereplicaswererepre-
sentedby simplified SRNsassignedo themfrom a prede-
finedlibrary, on the basisof their role in the objectmodel.
Someof themarepresentedn Figure4. The 3 ellipseson
the top depictthe places,wherethe SRN of the RM can
put tokensrepresentinghe correspondingvents. On the
bottom of the figure the 6 ellipsesdepictthe input places
belongingto the event queueof the RM. Guardsin square
braclets refer to the marking of placesof concurrentob-
jects.

e Themodelof anobjectreplicais ontheright of thetop
row in thefigure. Failure of the replicais represented
by a timed transition(its parameteis the failure rate
estimatedy thedesigner) Whentheobjecthasfailed,
it canstartarecovery phasewhenaneventrecover is
sentto it by theRM. After asuccessfutecoveryit can
resumenork again.

e Thefactoryconstructanddestructghe objectreplica

acceptingeventscreateandremao/eandsendingevents
initialized andremoved

e The failure of a hostis effectual only if an object
replicais deployedoniit.

e The fault notifier collectsinformation aboutthe state
of the objectreplicaandthe hostwith somedelay and
forwardstheseeventsto the RM. Its SRN modelwas
constructedrom the UML statechartmodelby using
thetransformation.

5.2 Measurement results

Size of the model. The SRN modelof the systemcon-
sistsof 109 placesand 147 transitions. The statespaceof
the underlying Markov-chainis 7,386 tangible states(i.e.
statesn which the systemspendson-zeraime), andthere
are24,406transitionsamongthem.

Transient analysis. The analysisanswerghe question
whatis the probability of having atleastone(or two) work-
ing objectreplicas. In the early phaseof the designusu-
ally timed SRNtransitionswith exponentialdistributionare
usedin themodelandthedesigneestimateshe parameters
of the distributions. This assumptiorenablesan analytical
solutionof the model. Herewe assumedhe following pa-
rameters:

| Modeledoccurrence | Averagetime units |

Hostfailure 10,000
Objectfailure 1,000
Recwery 10
Localfaultdetection | 10
Globalfaultdetection| 100
Stepof theRM 1

Figure 5 presentghe probability of one (two) working
replicas. The probability of having (on the long run, i.e.
in steady-stateat leastone working replicais 99.92%,of
having a selectedeplicaworking is 97,09%andof having
bothreplicasworking is 94,26%.

Comparison of RM strategies. A centralquestionof
the earlydesignis the comparisorof differentarchitectural
solutions. The designercan reducethe designcycle by
comparingthe solutionsand elaboratingonly the bestfit-
ting one. In our example one parameterof the designis
the numberof object replicasrequiredto achieve the re-
quiredavailability. Otherinterestingparameteis thetime
delayconsideringarecoveredobjectassuspiciouslt is also
guestionablevhetherthe policy of consideringarecovered
objectsuspiciougandhandlinga subsequerfailurein this
interval in a differentway) is meaningful.

Thecomparisorof systemawith differentnumberof ob-
ject replicasis quite easy the requiredmodificationof the
dependabilitymodelis straightforward.
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Figure 5. Probability of having working repli-
cas

However, the analysisof the time delay of considering
an object being suspiciousis more tricky. Assumingex-
ponentialdistribution of all timing actuities, the analysis
will shawv that the availability of the systemis not sensi-
tive to the parametenf thistime delay(asthelengthof the
interval andthe numberof failuresin this interval are not
bound). Naturally, this result points out the ambiguity of
the assumptiorof exponentialtiming, andnot the inappro-
priatenes®f the fault handlingpolicy. Theanalysiscanbe
performedcorrectlyby usingSRNmodelswith determinis-
tic timedtransitions.

6 Conclusion

We shawed in this paperthat comple, application-
dependentreplication stratgies of distributed object-
orientedsystemscanbe analyzedautomatically The anal-
ysis can be performedin an early designphasewhenthe
structureof the systemandthe behaior of the replication
manageis defined.On the onehand,the hosts,infrastruc-
ture objectsand sener objectreplicascan be represented
by simplified dependabilitysub-modelqtheir detailedbe-
havior shouldnot be specified).On the otherhand,the de-
signercanusethefull powerof UML statechartto describe
the core part of the redundang management,.e. the be-
havior of the RM. The statecharof the RM is transformed
to an SRN dependabilitymodelwhich is completedby the
othersub-modelsaandanalyzedby off-the-shelftools. The
optimal replicationmanagementan be selectedoy mod-
eling alternatve behaviors of the RM, executingthe auto-
maticmodeltransformatiorandthesubsequerdependabil-
ity analysis.
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