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Abstract System-leel fault diagnosisof massvely parallelcomputersequiresefficient
algorithms,handlinga mary processingelementsn a heterogeneousrviron-
ment. Probabilistidaultdiagnosiss anapproactio malke thediagnostiqroblem
both easierto solve andmoregenerallyapplicable. The price to pay for these
adwantagess thatthediagnosticresultis no longerguaranteedo be correctand
completein every fault situation. In anearlierpaper[2] the authorspresented
novel methodologycalledlocal informationdiagnosis andappliedit to createa
family of probabilisticdiagnosticalgorithms. This paperexaminesthe identifi-
cationof fault-freeandfaulty unitsin detailby definingthreeheuristicmethods
of fault classificatiorandcomparingthe diagnosticaccurag provided by these
heuristicsusingmeasuremenesults.
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Intr oduction

Massvely parallelcomputingsystemsrebuilt up of alargeamountof func-
tionally identicalprocessingelementgPES). PEsexecutethe userapplication
in adistributedmannerandcooperateisingacommunicatioomediumto unify
the partialresultsin completesolution. The probability of anerroroccurrence
duringapplicationexecutionin anmassvely parallelsystemis significantdue
to thelarge numberof componentaindthelong continuoudime of operation.
Thereforekeepingthedeliveredsystenmserviceuninterruptedy toleratingthe
effects of occurringerrorsis very importantfor parallel systems. This aim
canbe achiered by a fault tolerantarchitecture. Automatedfault diagnosis
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is an integral part of multiprocessorfault tolerance. Its taskis to locatethe
faulty unitsin the system. Identifiedfaulty units are stopped.and physically
or logically excludedfrom the setof availableresourcesandthe computeris
reconfiguredo useonly thefault-freesystemdevices.

Existing methodsfor system-lgel fault diagnosiscan be catejorizedinto
deterministicand probabilistic methods. Deterministicdiagnosisalgorithms
guarantee¢he correctandcompleteidentificationof thefault set,providedthat
certaina priori requirementn the structureof the testarrangemenandthe
behaior of thefaulty unitsaresatisfied. Theserequirementsreusuallystrict
andoftenimpractical. Theresultingdeterministicalgorithmsaretoo complex
and not efficient enoughto handlelarge systems. Probabilisticdiagnostic
algorithmsonly attemptto provide correctdiagnosiswith high probability.
Thisimpliesthatthecreateddiagnostidmagecanbeeitherincorrect(fault-free
processorare misdiagnoseasfaulty, or vice versa)or incomplete(the fault
stateof certainprocessascamat beclassfied). Thebenefitoftheprobabilstic
approacharesimpler fasteralgorithms,andno restrictve assumptionsn the
testarrangementr on thefault sets.

1. SYSTEM-LEVEL FAULT DIAGNOSIS

System-lgel fault diagnosisusesa simplified fault model. The systemis
built of asetof u; € U units (¢ = 1,2,...,n), connectedy asetof v; € V
interconnectiorlinks (j = 1,2,...,m). The units andlinks form a graph
S = (U, V). A unitu; caneitherbefault-free (written as £) or faulty (}). It
may testone or moreotherfault-freeor faulty units. The completecollection
of testassignmentss a digraphT = (U, E), whereE C V containsthe set
of t;; = (u4,u;) testsbetweenunits u; andw;. Two setscan be associated
with eachu; unit: (1) the setof unitstestedoy u;, I'(u;) = {u;|t;; € E}, and
(2) the setof testersof u;, '™ (u;) = {u;|t;; € E}. Theunionof testedand
testerunitsis the setof neighborsV (u;) = I'(u;) UT (u;). Thesetof units,
thatarereachabldrom u; via directededgesequencesonsistingof at most
k edgesarecalledthe k-neighbors: Ny (u;). The cardinalityof thesesetsare
denotedby v(u;) andvg(u;), respectiely. Edgesof theT' digraphor testing
graph arelabeledby the a;; € A testresults. Testshave a binary (pass/ail)
outcome.The A setof testresultsis calledthesyndome

Thesyndromecanbeinterpretecaccordingo varioustestinvalidationmod-
els. Testinvalidationistheeffectof thebehaiour of afaultyunitonatestresult.
For example afaulty testerunit mayproduceannondeterministipass/ail test
result,independentn thestateof thetestedunit. Thistestinvalidationscheme
is calledthe symmetridnvalidationor PMC model[5]. Othertestinvalidation
schemesare also possible. In hetepgeneoussystemsconsistingof various
functional units, testinvalidationwill likely be heterogeneouaswell. The
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geneanlized testinvalidation schemeprovides a unified framewvork to handle
thedifference®f theinvalidationmodelsof systencomponent§s]. Themodel

is describedn Tablel.1. Dueto the completetestassumptioriault-freeunits

alwaystestotherunitscorrectly Testresultsof faulty testerunit canhave three

outcomes:alwayspassalwaysfail, or arbitrarily pass/hil independenon the

faultstateof thetestedunit. Theseresultscorrespondo theconstant9), 1, and

X. Nine possibletestinvalidationmodelsareencompasseiy the generalized
schemegdenotedby therespectie C' and D values. For example,symmetric
invalidationis referredto asthe Txx testinvalidationmodel.

Tablel.1 Generalizedestinvalidation

Testerunit  Testedunit  Testresult

fault-free  fault-free  pass

fault-free  faulty fail
faulty fault-free  C € {passfail, or arbitrary}
faulty faulty D € {passfail, or arbitrary}

Therelationshipbetweertesterandtestedunitsencapsulatelly generalized
invalidation canbe usedto derive parameterizedne-stepmplication rules
One-stepmplicationshave theform of “f ault statea of unitu; impliesthefault
stateb of unit u;” (denotedby f{* — f]’-’). An implicationrule is affectedby
threemain parameters(1) the testinvalidationof the testerunit, (2) the (hy-
pothesizedjault stateof the tester/testednit, and(3) the actualtestoutcome.
Fourtypesof one-stepmplicationrulesexist: tautology forwardimplication,
backwardimplication,andcontradiction.A contradictionprovidesa sureim-
plication: it expresseshat eitherthe fault-freeor the faulty stateof a certain
unitis incompatiblewith thesyndrome:f{* — fi‘". Thecompletesetof param-
eterizedone-stepmplication rules derived from the generaltestinvalidation
modelcanbefoundin [2].

Two one-stepimplications can be combinedinto a two-stepimplication
usingthetransitive property:if f — f7, andf? — f¢ aretwo valid one-step
implications,thenthey imply f{ — f¢. Thesetof all one-stegandmultiple-
stepimplicationsobtainedby repeatedpplicationof thetransitve propertyis
thetransitiveclosue. It containsall informationthatcanbeextractedfrom the
syndrome.In thefollowing sectionwe describehow thetransitve closurecan
beutilized in thediagnostigrocedure.

1.1 Local information diagnosis

Thetransitve closures obtainecusingtheimplicationrulesdervedfromthe
generalizedestinvalidationmodel,andsoit is thecompletesourceof topology
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andfaultsetindependentiagnostianformation. A diagnostialgorithmbased
onthetransitive closureexecuteghefollowing steps:first, one-stepliagnostic
implicationsare extractedusing the parameterizedmplication rules and the
actualsyndrome.Then,multiple-stepimplicationsareobtainedby transitively

combiningone-stepmplications. Inferencepropagatiommay continueuntil all

possibleimplication chainsare expandedn full length,thatis, the transitve

closureis created.All unitsinvolvedin contradictiondoundin thetransitve

closurecanbe surelyclassifiedasfault-freeor faulty. Finally, otherunitsare
diagnosedy a deterministicor probabilisticfault classificatiormethod.

Therearetwo mainperformancéottlerecksin theabowoutlinedprocedue.
Firstandforemost,generatinghe transitve closureof alarge inferencegraph
is a computation-intenge task. The underlyingidea of local information
diagnosis(LID) isthataprobabilisticalgorithmcanachiese high probabilityof
diagnosticcorrectnessvithout expandingtheimplicationchainsin full length.
Two maintypesof fault patternscanoccurin a massvely parallelsystem:(1)
thefaultsarescatterethroughoutthesysem, separateffom eachother and(2)
thefaultsarelocaedcloseto ead otherformingagroup. In mostpracticacaes
bothsituationscanbehandledusingjustaportionof thediagnostianformation
[3]. Theotherperformancéottleneckoriginatesin the classificatiorof those
unitswhich arenotinvolvedin a contradictiorandwhosefault statecannotbe
surelyidentified. Deterministicalgorithmsrequirecomple« methodsfor this
task,sincethey mustguarantee correctandcompletediagnosig(if only in a
restrictedsetof cases).Probabilisticalgorithmsdo not usethe requirements
necessaryor correctoperationof deterministicmethods,and thereforecan
provide gooddiagnosticperformancevenbeyondthe traditionallimits.

Along theseguidelineswe presentedn an earlier paper[1] a family of
probabilisticdiagnosticalgorithmsbasedon the local information diagnosis
methodology Thesesimple andefficient algorithmsusethe genealized test
invalidation principle making them able to handlea classof heterogeneous
systemsHerewe outlinethe mechanisnonly of the Limited Multiplication of
InferenceMatrix (LMIM) algorithm,theinterestedeadercanfind thedetailed
definition of the otherLID methodsin [2]. In theinitial phaseof the LMIM
algorithm one-stepimplicationsare collectedand storedin the 2n x 2n M
inferencehypermatrix The M matrix consistsof four n. x n binary minor
matrices: M%, M%, M0, and M!'. The m*[i, 5] elementof the M*Y
minor matrix (z,y € {0,1} ) equalsto 1 if thereexistsan f* — f;?‘ one-step
implicationbetweerunitsu; andu;, otherwiseit is 0.

Transitive closurecanbe computedby the logical closureof the M matrix.
This is achieved by the repeatedapplicationof the M*+1) « M®*) . M(¥)
iterationuntil nonew implicationsappeain thematrix. In theLMIM algorithm
the M matrix is multiplied only a few, constantimes. Thus,the matrix will
containonly a subsetof the diagnosticinferencesincludedin the transitve



HEURISTICS FOR PROBABILISTIC FAULT DIAGNOSIS 81

closure. Nonzeroelementsn the main diagonalof the M°! andM'° minor

matricessignify contradictions.For example,if m%[i, ] equalsto 1, thenthe

f2 — flimplicationholds,thatis unitu; is surelyfaulty. Similarly, all u; units

correspondingo the nonzerom®'[j, j] andm?°[4, j] elementscanbe surely
classified. For otherunits a heuristicfault classificatiorrule mustbe usedto

determinetheir fault state. The quality of the employed fault classification
heuristic significantly affects diagnosticaccurag. Our previous paperused
oneof the possibleheuristicrules. This paperintroduceswo additionalfault

classificationheuristics,called Election and Clique, to the existing Majority

heuristicdescribedn [1]. Thediagnosticperformanceof the threeheuristics
arecomparedisingmeasuremerresults.

2. FAULT CLASSIFICATION HEURISTICS

ThethreefaultclassificatiorheuristicscalledMajority, Election andClique
presentedn this sectionare all basedon the assumptionthat the number
of faulty units doesnot exceedthe numberof fault-freeunits in the system.
However, eachheuristicusesthis assumptiordifferently

Majority heuristic

The idea of Majority heuristicsis simple: sinceonly the fault-free units
producereliable test results,only the implicationsfrom the fault-free states
(storedin the M and M°!' minor matrices)should be considered. The
f} = f)andf? — f! implications(j = 1,2,...,n) canbeinterpretedas
votesfor the fault-freeandfaulty stateof the u; unit, respecirely. The fault
classificationcan be madeas a majority decisionbetweenthe votesfor the
fault-free/aulty state. Thesumof votes,j.e.,thesumof f) — f andf) — f}
implicationscanbe calculatedoy countingthe nonzeroelementsstoredin the
ith columnof the M andM?! matriceg(seeFigurel.1). Comparinghetwo
sumsx[i] = 3°; m°'[4,i] andS'[i] = >; m®[j,4], theunit is diagnoseds
faulty if 03] < $'[i], otherwiseit is fault-free.

Election heuristic

The Electionheuristicappliesthe mechanisnof the CFT algorithm[2] to
limited inferencemethods.Theideais to identify thefaulty units sequentially
one-by-oneUnits areranked accordingto thelikelihoodof thembeingfaulty
for the purposeof selection,andin eachidentificationstepthe unit with the
highestranking is diagnosedas faulty. Then, the diagnosticuncertaintyis
decreasedby remaving the uselessand confusingimplicationsoriginatingin
the actuallylocatedfaulty unit. Naturally rankingsmustbe recomputedeach
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Figure 1.1 Calculationof the X°[i] andX'[4] values

Election heuristic Clique heuristic
{ initialization } { initialization }
for eachu; € U do for eachu; € U do
LF[i] + 2'[{] — %°[4] C°[4] + C°[4] Uy, if m®°[, 5] # 0
NLF[i] = >, LF[j],u; € T ™" () C[i] « CH5) Uy, if mO[i, 5] # 0
endfor endfor
{ election} { cliqueclosure}
T+ U®<+ 0 for eachu; € U do
while 33, k, m°'[j, k] # 0 do for eachu; € C°[4] do
find w,,, with: C°[i] « C°[3] U C°[4]
maximumLF[m], and C[i] + C'[5 U Cj]
minimumNLF[m)] endfor
P — PUun endfor
T+ YT —un { classification}
Yu; € U,m [m, 4] + 0 find u,, with:
recalculatd.F[i] andNLF[i] maximum|C°[m]|, and
endwhile { classification} minimum|C* [m)]|
Yu; € ®,u; isfaulty Yu; € C°[m], u; is fault-free
Yu; € T,u; is fault-free Yu; € C'[m],u; is faulty
otherunitsareunknavn

Figure1.2 Pseudaodeof the ElectionandClique heuristics

time the setof diagnosticimplicationsis changed.The procedures outlined
in Figurel.2.

Thelikelihood LF[i] of the faulty stateof unit u; is estimatedasLF[i] =
% 1i] — X94]. Forrankingunitswith identicalLF valuesthelikelinoodNLF[]
of the faulty stateof unitstestingu; is alsocounted:NLF[i] = 3~ LF[;] for
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eachu; € I'"(u;). Theunitsaresortedto find the unit u,,, mostlikely to
be faulty with the mostreliabletestersj.e., having the maximumLF[m] and
the minimum NLF[m] values. The u,, unit is then addedto the & set of
faulty units. Theunit andits f2, — f! implicationsareremaoved from the M

inferencematrix, andthe entire selectionprocedurestartsagain. Whenthere
are no more implicationsin the M minor matrix the remainingunits are
classifiedasfault-free.

Clique heuristic

TheCliqueheuristicis basedn thediagnosticalgorithmby Maestrinietal.
[4]. The conceptis similar to the Majority heuristic: if somefault-freeunits
could be located,thentheir testresultscould reliably identify the fault state
of other units. However, insteadof comparingthe feasibility of the fault-
freeffaulty statesindividually, the algorithmtriesto groupthe units into two
separateliques. Thefriendly clique C°[i] of unit«; containsunitswith afault
stateidenticalto u; (they areeitherall fault-freeor faulty), while thefoeclique
C'[i] groupsunitswith afault stateoppositeto u; (if u; is fault-free thenthey
canonly be faulty, andvice versa). Obviously, the clique setsof neighbor
fault-freeunitsareidentical.

Cliquesareinitialized using the implicationsin the M and M°' minor
matrices.Cliqgue memberships thenextendedusingthe following two rules:
(1) “my friend’s friend is my friend”, and(2) “my friendsfoeis my foe”. The
othertwo possiblerules: (3) “my foe’s friend is my foe”, and(4) “my foe’s
foeis my friend” arenotused sincethey couldleadto inconsistentliquesdue
to faulty units. Thenthe algorithmsearchesor the u,,, unit with a maximum
cardinalityC°[m] setandminimumcardinalityC'[m] set. Theunitsbelonging
to the C°[m] setarecalledthe Fault-FreeCore, they areclassifiedasfault-free.
Unitsin the C'[m] setarediagnosedsfaulty. Sincesomepartsof the system
can be separatedy faulty units, therecan be units neithercontainedin the
C![m] setnorin theC![m] set. Theseunitsgettheunknowrclassificationi.e.,
the Clique heuristicmayleadto anincompletediagnostidmage.

3. MEASUREMENT RESULTS

The presentednethodsverecomparedisingmeasuremenesults. For the
purposef measuremerthey wereimplementedn adedicatedgimulationervi-
ronment. Themeasuremenxaminedmary characteristicef thealgorithms,
including the effect of fault setsize, fault groups,numberof iterations,and
systentopologyondiagnosticaccurag. Thesimulationsvereperformedona
2-dimensionatoroidalmeshtopologycontainingl2 x 12 processinglements.
Randomfault patternsof varioussizewereinjectedandthe systemwasdiag-
nosedin 512 subsequensimulationrounds. Although seseral homogeneous
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andheterogeneousvalidationschemesvereinvolved in the simulation,here
we canpresenbnly theresultsfor thesymmetrigPMC)testinvalidationmodel
dueto volumeconstraints.

Theeffect of the fault setsizeon diagnosisaccurag is shavn in Table1.2.
Thefirst two columnscontainthe numberof faultsinjectedin the systemand
thepercentagef faultyunits. FortheMajority andElectionheuristicshenum-
ber of simulationroundswith incorrectdiagnosisMDR ), andthe maximum
numberof incorrectly classifiedfault-free (MGM ), andfaulty (MFM ) units
perroundarepresentedAccordingto theresultsthe Majority heuristicgivesa
betteroverall performance¢hanthe Electionheuristic althoughthelatteris less
proneto misdiagnose fault-freeunit asafaulty unit. The Cliqueheuristicdid
not make ary diagnosticmistales,thereforethe numberof simulationrounds
with incompletediagnosigICR) andthe maximumnumberof unknavn units
(UM) is given. Clearly thenumberof unknavn unitsconsiderablyexceedgshe
total amountof units misdiagnosedby the othertwo methodsthisis the price
of theaccuratadiagnostioperformancef the Clique heuristic.

Table1l.2 Diagnosisaccurag versusnumberof faults

Majority Election Clique
Faults MDR MGM /MFM MDR MGM /MFM ICR UM
4 (2.7%) 0 o/ 0 0 o/ 0 0 0
16 (11%) 0 o/ 0 0 o/ 0 10 1
36 (25%) 13 1/ 1 106 o/ 2 171 13
72 (50%) 222 5/ 6 463 o/ 8 510 58
96 (66%) 454 6/ 8 507 2/ 12 512 63

Thehigherdegreeof inferencepropagatior(increasinghe lengthof impli-
cationchains)improvesdiagnostiqgperformanceFigurel.3presentshiseffect
in the caseof randomlyinjectedfault patternsconsistingof 36 and 72 faulty
units. The numberof simulationroundswith incorrectdiagnosisis shavn
in the function of inferencepropagationterations. Recall, that the length of
implicationchainsdoublesin eachiteration,i.e.,numbersl, 2, 3, and4 corre-
spondto one-,two-, four-, andeight-stepmplications. The resultsjustify our
assumptionin thesimulatedsystenfor randomfaultsetssubsequeriterations
improve diagnosticaccuray lessandless.

We also examinedthe effect of systemtopology on diagnosticaccurag.
Threeregular communicatiortopologiesweresimulated: (a) hexagonaltoro-
idal grid with three connections(b) 2-dimensionakoroidal meshwith four
connectionsand (c) triangulartoroidal grid with six connections.Figure1.4
plotsthe numberof simulationroundswith incorrectdiagnosisn thefunction
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Figure 1.4 Theeffectof systemtopology

of connectrity. Randomfault patternsconsistingof 36 and 72 faulty units
wereinjectedin the system. As it canbe seen all of the heuristicsperform
betterregardlessof fault setsize asthe numberof connectiongncreases.In
a completelyconnectedsystemeachheuristicwould provide a correctand
completeclassification.
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4. CONCLUSIONS

This paperdescribedthe conceptof local information diagnosis,a novel
approacho efficient probabilisticsystem-lgel diagnosisof massvely parallel
systemsTheLID methodusesageneralizedestinvalidationmodelto comply
with heterogeneoustructuresandcorvertsthe syndromento atopologyand
invalidationindependenimplication set. The paperdemonstratedhe legiti-
magy of thelimited inferenceapproachit is possibleto achiere highdiagnostic
accurag evenusingonly a portion of diagnosticinformationcontainedn the
transitve closureby evaluatingthe implication chainsin the inferencegraph
only in alimited length.

Threedifferentfault classificatiorheuristicswere presentedTheseheuris-
tics apply ideasof existing successfubllgorithmsin the LID framavork. The
main characteristic®f the heuristicswere compareddy simulationandmea-
surements.The Majority andElectionheuristicshave similar diagnosticper
formanceand complity. They provide a completediagnosticimage, but
malke a low amountof diagnosticmistalesin the caseof large fault sets. The
Clique heuristicproducescorrectdiagnosissven for mary faulty units, but as
a disadwantagethe moreunits remainunknavn thanare misdiagnosedby the
othertwo methods.
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